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[bookmark: _Toc20149769][bookmark: _Toc27846561][bookmark: _Toc36187686][bookmark: _Toc45183590][bookmark: _Toc47342432][bookmark: _Toc51769132][bookmark: _Toc59095482][bookmark: _Toc19106276][bookmark: _Toc27823089][bookmark: _Toc36126560]>>>>BEGINNING OF CHANGES<<<<
<all new text>
[bookmark: _Toc153792410]4.3.2.X	Service Level authentication/authorization (SLAA) by AF during the establishment of a PDU Session
[bookmark: _CR5_2_3_1][bookmark: _Toc153792411]4.3.2.X.1	General
NOTE 1:	The contents of authentication payload is out of scope.
The PDU Session Service Level Authentication/Authorization is optionally triggered by the SMF during a PDU Session establishment and performed transparently via an NEF with the authenticating/authorizing AF, as described in clause 5.6.X of TS 23.501 [2].
This clause describes procedure that applies both for 5GS and EPS, where PDU Session refers to 5GS and PDN Connection refers to EPS.
The procedures apply to the scenario where PDU Session(s)/PDN Connection(s) for 3rd party services that shall only be established after a UE has been authenticated and authorized by the the 3rd party AF. When the UE requests establishment of a PDU session/PDN connection, the PDU session/PDN Connection may require service level authentication and authorization of the UE.
The procedures are based on the UUAA-SM procedures defined in clause as described in this clause 5.2.3 of TS 23.256 [X] with the following differences:
-	a generic NEF supporting SLAA is used instead of an UAS NF;
-	the NEF determines the APN/DNN or DNN and S-NSSAI combination corresponding to a PDU session that requires service level authentication/authorization from an AF as specified in clause 4.15.3.2.3 of this specification;
-	during the establishment or modification procedure of the PDU Session/PDN connection for C2 communication, the AF may provide the 3GPP system with Traffic Filters or QoS Requirements;
-	the NEF stores the UEs SLAA context after a successful SLAA procedure. 
Clause 5.2.3.2 defines the USS UAV Authorization/Authentication (UUAA) procedures at PDU Session Establishment in 5GS and clause 5.2.3.3 is for the PDN Connection Establishment in the Attach procedure for EPS using the interworking functionality.
When the SLAA authorization is revoked by the AF, the SMF or SMF+PGW-C shall release the corresponding PDU Session/PDN connection.
The following procuderes of TS 23.256 [X] apply:
[bookmark: _CR5_2_3_2][bookmark: _Toc153792412]-	SLAA procedure during the PDU Session Establishment as defined in clause 5.2.3.2 and SLAA during default PDN connection at Attach as defined in clause 5.2.3.3, with the following differences:
-	the Authentication Server Address is the AF that performs the authentication/authorization 	 
-	The SMF determines that it needs to invoke NEF service operation for authentication and authorization of the PDU session establishment request based on that the provided DNN/S-NSSAI combination is configured to be subject to SLAA and that the Service Level Device Identity (CAA-Level-UAV ID) is included in the request. 
-	The AF is selected by the NEF based on the Authentication Server Address provided by the UE. The Authentication Server Address may also be stored in the UDM in subscription information.
-	The AF stores a mapping between the Service Level Device Identity and the External Identifier (i.e. GPSI as defined in clause 4.5.3). 
[bookmark: _Toc153792413][bookmark: _CR5_2_4][bookmark: _Toc64385464][bookmark: _Toc64529614][bookmark: _Toc153792414]-	SLAA during default PDN connection at Attach as defined in clause 5.2.3.3, with the following differences:
[bookmark: _CR5_2_4_1]-	SLAA Re-authentication and Re-authorization by AF as defined in clause 5.2.4, with the following differences:
-	the authentication is performed by the AF 
-	the Service Level Device Identity is used
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